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1. INTRODUCTION

Terrorism clearly has a very real and direct impact on human rights, with devastating
consequences for the enjoyment of the right to life, liberty and physical integrity of victims. In addition
to these individual costs, terrorism can destabilize Governments, undermine civil society, jeopardize
peace and security, and threaten social and economic development. All of these also have a real impact
on the enjoyment of human rights.

Security of the individual is a basic human right and the protection of individuals is, accordingly, a
fundamental obligation of Government. States therefore have an obligation to ensure the human rights
of their nationals and others by taking positive measures to protect them against the threat of terrorist
acts and bringing the perpetrators of such acts to justice.

In recent years, however, the measures adopted by States to counter terrorism have themselves
often posed serious challenges to human rights and the rule of law. Some States have engaged in
torture and other ill-treatment to counter terrorism, while the legal and practical safeguards available
to prevent torture, such as regular and independent monitoring of detention centres, have often been
disregarded.
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Other States have returned persons suspected of engaging in terrorist activities to countries where they
face a real risk of torture or other serious human rights abuse, thereby violating the international legal
obligation of non-refoulement. The independence of the judiciary has been undermined, in some places, while
the use of exceptional courts to try civilians has had an impact on the effectiveness of regular court systems.
Repressive measures have been used to stifle the voices of human rights defenders, journalists, minorities,
indigenous groups and civil society. Resources normally allocated to social programmes and development
assistance have been diverted to the security sector, affecting the economic, social and cultural rights of many.

These practices, particularly when taken together, have a corrosive effect on the rule of law, good
governance and human rights. They are also counterproductive to national and international efforts to combat
terrorism.

Respect for human rights and the rule of law must be the bedrock of the global fight against terrorism. This
requires the development of national counter-terrorism strategies that seek to prevent acts of terrorism,
prosecute those responsible for such criminal acts, and promote and protect human rights and the rule of law.
It implies measures to address the conditions conducive to the spread of terrorism, including the lack of rule of
law and violations of human rights, ethnic, national and religious discrimination, political exclusion, and socio-
economic marginalization; to foster the active participation and leadership of civil society; to condemn human
rights violations, prohibit them in national law, promptly investigate and prosecute them, and prevent them;
and to give due attention to the rights of victims of human rights violations, for instance through restitution and
compensation.
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In August 2021, the Mutual Evaluation Report on Nigeria’s Anti-Money Laundering And Counter-

Terrorism Financing was released by the Inter-Governmental Action Group against money laundering

(GIABA),a specialized institution of ECOWAS and a Financial Action Task Force (FATF) style that

promotes policies to report Member State’s financial system against money laundering, terrorist

financing and the financing of the proliferation of weapons of mass destruction. The FATF

Recommendations(40+) are recognized as the global anti-money laundering (AML) and counter-

terrorist financing (CTF) standards. The report provides a summary of the AML and CFT measures in

place in Nigeria as at the on-site visit date of 23 September to 14 October 2019. it analyses the level of

compliance with the FATF recommendations and the level of effectiveness of Nigeria’s AML/CFT system.

It provides recommendations on how the system could be strengthened.
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The good practices identified are: 1) the necessity for specially-trained judges; 2) the use of continuous trials

in terrorism cases; 3) developing effective trial management standards; 4) the establishment of special measures
to protect victims and witnesses; 5) the right of the accused to a fair trial with counsel of his choice; 6) the
necessity for rules regarding the use and protection of intelligence information, sources, and methods in trial; 7)
effective courthouse and courtroom security; and 8) developing media guidelines for the court and trial parties.
This memorandum elaborates on these good practices, all of which reinforce the United Nations’ Global Counter-
Terrorism Strategy.

❖ It is against this background that this paper, divided into five broad parts, seeks to achieve the following
objectives:-

i. Highlight the scope of counter-terrorism measures in Nigeria in the context of most recent legislative
developments on combating terrorism and terrorism financing / money laundering as well as recovery
and management of proceeds of crime in Nigeria (2022)

ii. To examine the rationale behind the Rule of Law and Human Rights-based counter-terrorism operations /
strategy / measures;

iii. To underscore the importance of striking a balance between human rights protection and counter-
terrorism operations, with particular reference to Nigeria;

iv. To examine the critical role of the judiciary in the protection of human rights in counter-terrorism
environments;

v. To conclude with recommendations.
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2. SCOPE OF COUNTER-TERRORISM MEASURES IN NIGERIA
2.0 Counter-Terrorism or Counter-Insurgency is Warfare

Until recently, the term counter-terrorism or counter-insurgency appeared to be synonymous with low-intensity operations or

operations other than war. The intensity of operations is not the issue at stake. Insurgency or terrorism and counter-insurgency or

counter-terrorism are two sides of a very complex form of warfare, where a group(s) results to violence and take up arms to achieve

political objectives. Typical objectives are replacing an existing government, securing the status quo and challenging a nascent or

emerging state. Today's hybrid threats (any adversaries that simultaneously and adaptively employ a mixture of conventional weapons,

irregular tactics, terrorism and criminal behavior in the same battle space to achieve their political objectives) are constantly seeking to

exploit what they perceive to be the vulnerabilities of regular armed forces of a State. They do this by using terrorism and subversion, by

blending into the population amongst which security forces operate, and by exploiting their most effective weapon which is the influence

that they can extend through the media. Counter-terrorism or counterinsurgency is therefore warfare: it is distinctly political, not

primarily military; and it involves the people, the government and the military. The strength of the relationship between these three

groups generally determines the outcome of the counter-terrorism or counter-insurgency campaign.
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A counter-terrorism measure can be legislative, policy, institutional, judicial, regulatory,
military or law enforcement in nature or all of the measures combined based on the context.

Nigeria’s counter-terrorism measures are founded on legality, respect for human rights and
professionalism as evident below. The starting point is the Constitutional provision of section 1 (1)
on supremacy of the Constitution and that its provision shall have binding force on all authorities
and persons throughout the Federal Republic of Nigeria (FRN). Then section 14 (2) (b) provides
for the primary purpose of government as the promotion of the security and welfare of the people.
Also section 217 (2) (c) is to the effect that the Federation shall equip and maintain the armed
forces as may be considered adequate and effective for the purpose of: (c) suppressing
insurrection and acting in aid of civil authorities to restore order when called upon to
do so by the President, but subject to such conditions as may be prescribed by an Act of NASS.
Further, the effect of section 218 is that the President as the Commander-in-Chief of the Armed
Forces of Nigeria is empowered to determine the operational use of the Armed Forces; and may in
appropriate circumstances delegate to any member of the Armed Forces of Nigeria his powers to
the operational use of the Armed Forces.
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2.1. Rationale and Legal foundation of Counter-Terrorism regime in Nigeria

In 2011, the first ever Terrorism (Prevention) Act, No. 10, 2011 came into force (though repealed by the
TPA 2022) with the aim of providing for measures for the prevention, prohibition and combating of acts of
terrorism, the financing of terrorism in Nigeria and for the effective implementation of the Convention on the
Prevention and Combating of Terrorism and Terrorism Financing; as well as prescribe penalties for violating
any of its provisions.

The Terrorism (Prevention)(Amendment) Act, 2013 amended the 2011 Act and makes provision for extra-
territorial application of the Act and strengthens terrorist financing offences in the following ways: -

1. By prohibiting all acts of terrorism and financing of terrorism (sections 2 and 13);

2. By providing for a liability regime with stiffer sanctioning strategies ranging from the maximum of death
sentence, life imprisonment, lesser prison terms to a fine of 100 million naira for corporate liability and
freezing of terrorist funds under the 2013 TPA Regulations.

The TPA amendment Act 2013 was further elaborated by the tripartite sectoral regulations on anti-money
laundering and combating of financing of terrorism in the banks and other financial institutions promulgated
in 2013 by the Central Bank of Nigeria, Securities and Exchange Commission and National Insurance
Commission.

NB: - The Terrorism (Prevention and Prohibition) Act, No.15, May 2022 has repealed the TPA, 2011 as
amended. The 2022 Act provides for effective, unified and comprehensive legal, regulatory and institutional
framework for the detection, prevention, prohibition, prosecution and punishment of acts of terrorism,
terrorism financing, proliferation and financing of the proliferation of weapons of mass destruction in Nigeria;
and for related matters.
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NB: - The Terrorism(Prevention and Prohibition) Act N0.15, May 2022 has repealed the TPA, 2011 as

amended. The 2022 Act provides for effective, unified and comprehensive legal, regulatory an

institutional framework for the detection, prevention, prohibition, prosecution and punishment of

acts of terrorism, terrorism financing, proliferation and financing of the proliferation of weapons if

mass destruction in Nigeria; and for related matters.
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2.1.1. Overview of the Rationale AND Content of Terrorism (Prevention and Prohibition)
Act No.15 Of 2022.

The terrorism (Prevention and Prohibition) Act (TPPA) 2022 repeals the TPA 2011 as amended in
2013, and provides for effective, unified and comprehensive legal, regulatory and institutional
framework for the detection, prevention, prohibition, prosecution and punishment of acts of terrorism,
Terrorism financing, proliferation and financing of proliferation of weapons of mass destruction in
Nigeria.

The Act is structured into sixteen parts and one hundred sections covering the following broad
matters: - Part I, objective and Prohibition; Part II, National Coordination and enforcement; Part III,
Establishment Of The National Counter-Terrorism Centre; Part IV, Nigeria Sanctions Committee; Part
V, Offences Relating To Terrorism And Terrorism Financing; Part VI, Offences Relating To Civil
Aviation, Safety Of Ships And Fixed Platforms; Part VII, Implementation Of Targeted Financial
Sanctions Related To Terrorism And Terrorism Financing; Part VIII, Offences Relating To The
Proliferation And Financing Of Proliferation Of Weapons Of Mass Destruction; Part IX, Responsibilities
Of Airlines, Commercial Carriers; Part X, Investigation And Prosecution; Part XI, Jurisdiction; Part XII,
Seizure And Forfeiture Of Property Or Funds; Part XI, Jurisdiction, Part XII, Seizure And Forfeiture Of
Property Or Funds; Part XIII, Obligations Of Financial And Designated Financial Institutions; Part XIV,
mutual legal assistance, exchange of information. And extradition; Part XV, Special Victims Trust
Fund; Part XVI, Miscellaneous Provisions. 12



Section 98 of the Act declares that the Terrorism Prevention Act No.10 of 2011 as amended in 2013 is repealed. While section
99 of the Act defines the following key terms, among others: -

A. Acts of Terrorism means any act specified in section 2 of the Act.

In this Act, "act of terrorism" means an act wilfully performed with the intention of furthering an ideology, whether political,
religious, racial, or ethnic, and which++

a) may seriously harm or damage a country or an international organisation;

b) unduly compels a government or an international organisation to perform or abstain from performing any act;

c) seriously intimidates a population;

d) seriously destabilises or destroys the fundamental political, constitutional, economic or social structures of a country or an
international organisation;

e) influences a government or an international organisation by intimidation or coercion;

f) violates the provisions of any international treaty or resolution to which Nigeria is a party, subject to the provisions of
section 12 of the Constitution of the Federal Republic of Nigeria, 1999; and

g) involves, causes, or results in
i. attack on a person's life, in the form of grievous bodily harm or

ii. death,
iii. kidnapping of a person,
iv. destruction of Government or public facility, a transport system, an infrastructural facility, including national critical

information infrastructure, a fixed platform located on the continental shelf, a public…………………………….. 13



B. Acts of international terrorism means, an act of terrorism involving

a) a person, who is not a citizen of Nigeria;

b) a person, who possesses dual citizenship; or groups or individuals whose acts of terrorism are foreign based
or directed by countries or

c) groups outside Nigeria or whose activities transcend national boundaries; 

C. Terrorist means any natural person who

a) directly or indirectly, unlawfully and wilfully:

i. commits, or attempts to commit, an act of terrorism by any means,

ii. participates as an accomplice in an act of terrorism, or

iii. organises or directs others to commit an act of terrorism; or

b) contributes to the commission of an act of terrorism where the contribution is made intentionally and with the
aim of furthering the act of terrorism or with the knowledge of the intention to commit an act of terrorism;

D. Terrorist or terrorism financer means, a person or entity, who makes funds, assets, or other material
support available to terrorists and terrorist organisations, for the financing of terrorist activities or terrorism;
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E. Terrorist group or entity means, any group of terrorists that

a) directly or indirectly, wilfully-

i. commits, or attempts to commit, an act of terrorism by any means,

ii. participates as an accomplice in an act of terrorism, or

iii. organises or directs others to commit an act of terrorism; or

b) contributes to the commission of an act of terrorism acting with a common purpose where the contribution is made
intentionally and with the aim of furthering the act of terrorism or with the knowledge of the intention of the group to
commit an act of terrorism;

F. Relevant laws or enactments  means,

a) Banks and Other Financial Institutions Act (as amended);

b) Economic and Financial Crimes Commission (Establishment, Etc.) Act;

c) Insurance Act;

d) Investments and Securities Act;

e) National Insurance Commission Act;

f) Money Laundering (Prohibition and Prevention) Act;

g) Companies and Allied Matters Act;
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h) Central Bank of Nigeria Act;

i) National Security Agencies Act;

j) Nigeria Financial Intelligence Unit Act;

k) all International Conventions and Protocols ratified by Nigeria; and

l) any other relevant enactment of the National Assembly;

G. Counter-terrorism Conventions and international Treaties to mean the following
instruments ratified by Nigeria as shown in Table 1 below: -
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S/
No

TREATIES DATE

1.
Protocol to the Convention on Offences and Certain Other Acts Committed on Board Aircraft
(2014)
(Montreal Protocol)

14 Jan 2015 - Signed

Ratified on 26 th Nov. 2019

2.
Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft
(2010)
(Beijing Protocol)

10 Sept 2010

Signed on 10 Sep. 2010

3.
Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation (2010)
(Beijing Convention)

10 Sept. 2010

Signed on 10 Sept. 2010

4.
Protocol to the Convention for the Suppression of Unlawful Acts against the Safety of Maritime
Navigation (2005)
(SUA 2005)

Acceded on 18 Jun 2015

5. Amendment to the Convention on the Physical Protection of Nuclear Material 2005) Ratified on 04 May 2007

6. International Convention for the Suppression of Acts of Nuclear Terrorism (2005) (Nuclear
Terrorism Convention) Acceded on 25 Sept 2012

7. Convention on Cybercrime (Budapest) Convention)  

8. United Nation Convention Against Corruption (UNCAC)
09 Dec 2003

Ratified on 14 Dec 2004

9.
Additional Protocol to the Convention on Cybercrime, Concerning the Criminalization of Act of a
Racist and Xenophobic Nature Committed through Computer Systems
1st Additional Protocol on Xenophobia and Racism)

 

10.
International Convention for the Suppression of the Financing of Terrorism (1999)
(Terrorist Financing Convention)

01 Jun 2000 - Signed

Ratified on 16 Jun 2003
17
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11. International Convention for the Suppression of Terrorist Bombings (1997)

(Terrorist Bombing Convention)

Acceded on 24 Sep 2013

12. Convention on the Marking of Plastic Explosives for the Purpose of Detection (1991) Acceded on 10 May 2002

13. Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms
Located on the Continental Shelf (1988)

Ratified on 18 Jun 2015

14. Convention for the Suppression of Unlawful Acts against the Safety of Maritime
Navigation (1988)

(SUA Convention)

Ratified on 24 Feb 2004

15. Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving
International Civil Aviation (1988)

Acceded on 25 Mar 2003

16. International Convention against the Taking of Hostages (1979)

(Hostages Convention)

Acceded on 24 Sep 2013

17. Convention on the Physical Protection of Nuclear Material (1980) Acceded on 04 Apr 2007

18. Convention on the Prevention and Punishment of Crimes against Internationally
Protected Persons, including Diplomatic Agents (1973)

(Protection of Diplomats Conventions)

Acceded on 25 Sep 2012

19. Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation
(1971)

Acceded on 03 Jul 1973
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20.
Convention for the Suppression of Unlawful Seizure of Aircraft (1970)

Hague Hijacking Convention)
Acceded on Jul 1973

21. United Nations Convention against Transnational Organized Crime
13 Dec 2000

Ratified on 28 Jun 2001

22. United Nations Convention against Illicit Trafficking in Narcotic Drugs and Psychotropic Substances (1988)
01 Mar 1989

Ratified on 01 Nov 1989

23.
Single Convention on Narcotic Drugs, 1961 as amended by the Protocol amending the Single Convention on
Narcotic Drugs 1972 (1975)

Acceded on 24 Jun 1981

24. Single Convention on Narcotic Drugs (1961)
30 Mar 1961

Ratified on 06 Jun 1969

25.

Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing
the United Nation Convention against Transnational Organized Crime.

(Protocol to Prevent Suppress and Punish Trafficking in Persons, Especial Women and Children)

13 Dec 2000

Ratified on 28 Jun 2001

26.
Protocol against the Smuggling of Migrants by Land, Sea and Air, Supplementing the United Nations Convention
against Migrants by Lands, Sea and Air

13 Dec 2000

Ratified on 27 Sep 2001

27.

Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their Parts and Components and
Ammunition, Supplementing and United Nations Convention against Transnational Organized Crime

(Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and
Ammunition)

13 Nov 2001

 

Ratified on 03 Mar 2006

28. Convention on Psychotropic Substances (1971) Acceded on 23 Jun 1981

29.
Convention on Offences and Certain other Acts Committed on Board Aircraft (1963)

(Tokyo Convention)

29 Jun 1965

Ratified on 07 Apr 1970



2.2. Overview of the Rationale and Content of the Money Laundering (Prevention and
Prohibition) Act No.14 of 2022

The Act provides for an effective and comprehensive legal and institutional framework for the
prevention, prohibition, detection, prosecution and punishment of money laundering in Nigeria,
establish the Special Control Unit under the Economic and Financial Crimes Commission and other
related matters.

The Act is structured into five parts and thirteen one sections as follows: -
PART I-OBJECTIVES OF THE ACT
Section

1. Objectives.
PART II-PROHIBITION OF MONEY LAUNDERING
Sections

2. Limitation to make or accept cash payment.
3. Duty to report international transfer or transportation of funds, securities, and cash.
4. Identification of customers.
5. Duties incumbent upon casinos.
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6. Occasional cash transaction by designated non-financial businesses and professions.

7. Suspicious transaction reporting.

8. Preservation of records.

9. Communication of information.

10. Internal procedures, policies and controls.

11. Mandatory disclosure by financial institutions and designated non-financial businesses and professions.

12. Prohibition of numbered or anonymous accounts, accounts in fictitious names and shell banks.

13. New products, business practices and technologies.

14. Liability of directors and employees of financial institutions and designated Non-financial business and profession.

15. Surveillance of bank accounts.

16. Determination of flow of transactions.

PART III-SPECIAL CONTROL UNIT AGAINST MONEY LAUNDERING

Section

17. Establishment of the Special Control Unit Against Money Laundering and functions.

PART IV-OFFENCES AND PENALTIES

Sections

18. Money laundering offences.

19. Other offences.

20. Retention of proceeds of an unlawful act.
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21. Conspiracy, aiding and abetting.

22. Offences by a body corporate.

PART V-MISCELLANEOUS PROVISIONS

Sections

23. Jurisdiction to try offences under this Act.

24. Power to demand and obtain records.

25. Obstruction of authorized officers.

26. Periodic furnishing of reports on money laundering.

27. Administrative penalties.

28. Regulations.

29. Repeals and other consequential amendments.

30. Interpretation.

31. Citation
22



 The Act defines the following key terms, among others: -

A. Terrorism financing means financial support, in any form, of terrorism or of those who encourage,
plan or engage in terrorism;

B. Designated non-financial business and profession include the following: -

a) automotive dealers,

b) businesses involved in the hospitality industry,

c) casinos,

d) clearing and settlement companies,

e) consultants and consulting companies.

f) dealers in jewelleries,

g) dealers in mechanised farming equipment, farming equipment and machineries,
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h) dealers precious metals and precious stones,

i) dealers in real estate, estate developers, estate agents and brokers

j) high value dealers,

k) hotels,

l) legal practitioners and notaries,

m) licensed professional accountants,

n) mortgage brokers,

o) practitioners of mechanised farming,

p) supermarkets,

q) tax consultants,

r) trust and company service providers

s) pools betting, or

t) such other businesses and professions as may be designated by the Minister responsible for Trade and
Investment;
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2.3 Overview of The Rationale and Content of the Proceeds of Crime (Recovery and
Management) Act, No.16 of 2022

The Act provides for comprehensive provisions for seizure, confiscation, forfeiture, and management of
properties reasonably suspected to have been derived from unlawful activities; and for related matters.

The Act is structured into twelve parts and eighty three sections as follows: - PART 1- Objectives and
Application of this Act; PART II - Proceeds of Crime Management Directorate; PART III- Relationship Between
The Relevant Organisation and Other Entities; PART IV- Non-conviction Based Recovery of the Proceeds of
Crime; PART V- Recovery of Cash; PART VI- Confiscation of Proceeds of Crime; PART VII- Investigation, Search
and Seizure; PART VIII- Administration; PART IX- Confiscated and Forfeited Properties Account; PART X-
Jurisdiction; PART XI- General Provisions Relating to Legal Proceedings; PART XII- Miscellaneous Provisions

The Act under section 82 defines the following terms, among others: -

� Assets means, "funds" or "property" and funds or property refers to assets of every kind whether tangible or
intangible, movable or immovable, however acquired, and legal documents or instruments in any form,
including electronic or digital, evidencing title to or interest in such assets, including but not limited to bank
credits, travellers’ cheques, bank cheques, money orders, shares, securities, bonds, drafts or letters of credit ;

� Confiscation, which includes forfeiture where applicable means the permanent deprivation of funds or other
assets by order of a competent authority or a Court;

� Data held in a computer means,
a) any removable data storage in electronic devices for the time being held in a computer;
b) data storage in electronic devices on a computer network of which the computer forms a part; and
c) data held in any remote storage in electronic devices to which data has been sent from the computer.25



� Funds means, assets of every kind whether tangible or intangible, movable or immovable, however acquired,
and legal documents or instruments in any form, including electronic or digital, evidencing title to or interest
in such assets, including but not limited to bank credits, travellers cheques, bank cheques, money orders,
shares, securities, bonds, drafts or letters of credit;

� Non-conviction based confiscation means, confiscation through judicial procedure related to a criminal
offence for which a criminal conviction is not required;

� Proceeds means, property, whether-

a) wholly or partly derived or realised, directly or indirectly, from an  unlawful activity, and

b) the property is situated within or outside Nigeria;

� Sufficient consideration, in relation to an acquisition or disposal of property, means a consideration that is
sufficient and that reflects the value of the property, having regard solely to commercial considerations,

NB:- The above recent legislative developments provide sufficient response to the concerns raised in the
GIABA 2021 Mutual Evaluation Report on Nigeria and the priority actions listed for compliance by Nigeria.
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2.4. Role of the Judiciary

A strong and independent judiciary that fairly and expeditiously adjudicates terrorism and other national security

offenses is critical for public confidence in the legitimacy of judicial institutions, is an effective deterrent to terrorism,

and minimizes the risk of violations of fundamental human rights.

As it is commonly understood, the concept of judicial independence includes the duty and ability of a judge to

decide each case according to an objective evaluation of evidence that is presented and an impartial application of

the law without the influence of outside factors. In doing so, judges also fulfil one of their primary responsibilities –

ensuring that the fundamental rights of all parties to a case have been fully respected.

Recognizing that each legal system is unique and that actual practice is tied to a State’s individual history,

culture, national laws, and regulations, the Global Counterterrorism Forum’s (GCTF) Criminal Justice and Rule of Law

(CJ-ROL) Working Group nevertheless believed that a set of good practices on the role of the judiciary in handling

counterterrorism (CT) and other national security cases within a rule of law framework, developed by senior judges

and justice sector experts from around the globe, could support the development of a strongand independent

judiciary in States, assist judges to more effectively adjudicate cases that involve terrorism while ensuring the rights

of all parties involved in the cases, in particular the fair trial rights of the accused and the protection of victims and

witnesses. 27



3. WHOSE OBLIGATIONS AND RESPONSIBILITIES ARE IN
REFERENCE HERE?
 3.1. State obligations

The primary obligation under all the above mentioned human rights treaties lies with the State to observe,
respect, promote and protect human rights as well as the responsibility to prevent, investigate and punish violators of
human rights. For example, the African Union (Kampala) Convention on the Protection and Assistance of IDPs in Africa,
obligates State parties like Nigeria to put legal, policy, administrative and judicial measures on ground for the
protection of, and humanitarian assistance to, Internally Displaced Persons (Articles 3, 4, 5, 6, and 9). Article 5 (11)
specifically obligates State parties to take measures aimed at ensuring that armed groups act in conformity with their
obligations under Article 7 of the convention.

3.2. Obligations of Armed groups

In addition to their obligations under common Article 3 to the Geneva Conventions of 1949, armed groups are
obliged under Article 7 of the AU Kampala Convention to provide protection and assistance to IDPs in situations of
armed conflict. Specifically, paragraph 5 prohibits members of Armed groups, among other things, from: (a) carrying
out arbitrary displacement of civilian population, (b) recruiting children or requiring or permitting them to take part in
armed conflict under any circumstance; (c) forcibly recruiting persons, kidnapping, abduction or hostage taking,
engaging in sexual slavery and trafficking of women and children etc.

3.3. Obligations of military commanders

In addition, Article 87 of Additional Protocol I spells out the duties and obligations of military commanders with
respect to their subordinates. The superiors must prevent and, where necessary, suppress and report to their
competent authorities grave breaches committed by their subordinates. Only in the event that he or she fails in these
duties does a commander risk being held criminally for taking such action. 28



Commanders and other superiors may be held criminally responsible for war crimes committed pursuant to
their orders.

Violations can also result from failure to act. In situations of armed conflict, armed forces or groups are
generally placed under a command that is responsible for the conduct of its subordinates. It is reasonable, then,
in order to make the repression system effective, that the hierarchical superiors should be held individually
responsible when they fail to take proper measures to prevent their subordinates from committing serious
violations of IHL. Command responsibility was an important question during the second World War. Although
the Charters of the Nuremberg and Tokyo International Military Tribunals contained no rules on the topic, the
trials held after the war laid down broad guidelines on the elements of command responsibility. Today, these
have been recognized to be part of customary international law, applicable to both international and non-
international armed conflicts (see CIHL Rule 153). They may be summarized as follows:

❖ Command responsibility involves a superior, i.e. a person having effective authority over subordinate, who
can be military or civilian;

❖ The commander/subordinate relationship can be either de jure de facto, emphasizing the actual material
ability to prevent and punish the commission of crimes;

❖ Responsibility may arise through both actual or constructive knowledge: the latter means that it may be
sufficient if the superior “had reason to know” or “owing to the circumstances at the time, should have
known” that crimes were being or would be committed;

❖ The superior failed to take all necessary and reasonable measures within his power to prevent the criminal
conduct or put a stop to it. This includes failure to punish subordinates who commit war crimes due to
failure to investigate possible crimes and /or failure to report allegations to higher authorities.
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As for treaty law, the Geneva Conventions are silent on the matter, contrary to Article 86, para. 2, of

Additional Protocol I, which provides that:

“the fact that a breach of the Conventions or of this Protocol was committed by a subordinate

does not absolve his superiors from penal or disciplinary responsibility, as the case may be, if

they knew, or had information which should have enabled them to conclude in the

circumstances at the time, that he was committing or was going to commit such a breach and if

they did not take all feasible measures within their power to prevent or repress the breach.”
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4. WHY MUST A COUNTER-TERRORISM OPERATION / STRATEGY
BE BASED ON THE RULE OF LAW AND HUMAN RIGHTS?

First, we must avoid voicing the common states’ objection to lack of reciprocity by insurgents or
terrorists for their refusal to observe the rule of law and respect human rights in their counter-
insurgency or anti-terrorism measures. By their very nature, insurgents ignore the rule of law and
respect for human rights. It is clear that, unless states are prepared to respect the humanity and legal
norms which they accuse insurgents of desecrating, they will lose their moral claim and community
support to win the war on insurgency/terror. In this way, it is the very lack of reciprocity which allows
states to continue their battle against insurgent/terrorist groups.
 

Second, on a practical level, states have nothing to lose by submitting to the Rule of Law-Human
Rights Counter-insurgency regime. The reciprocity of this regime operates not between the state and the
insurgents, but between the state and other states in their sharing of intelligence information, their
extradition agreements and other forms of mutual assistance in criminal matters. The more confidence
that states have in each other’s respect for the legal system, the more effective the cooperation will be.
 

Third, insurgencies or internal disturbances and tensions can lead to a situation in which a
government is no longer convinced of its ability, under the prevailing conditions and with the measures it
normally has at its disposal, to control it. For such situations the International Covenant on Civil and
Political Rights contains important provisions in its Article 4, which are set out below.
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The ICCPR, in Article 4, creates the possibility for States Parties to take “measures derogating
from their obligations under the present Covenant”, but only “[i]n time of public emergency which
threatens the life of the nation and the existence of which is officially proclaimed”. Even though an
emergency situation may be readily apparent, the derogation of rights under the Covenant constitutes
a violation of international law unless the emergency has been officially announced by the domestic
body empowered to do so. Official proclamation is a conditio sine qua non and serves the purpose of
domestic supervision, especially by the legislative and judicial branches. This proclamation must take
the form of public notification of the population affected. Therein lies its essential significance: the
population must know the exact material, territorial and temporal scope of application of emergency
measures and their impact on the exercise of human rights. In particular, the proclamation
requirement is intended to prevent de facto derogations, as well as subsequent attempts to justify
human rights violations that have already been committed.

Derogation measures may be taken under a state of emergency only “to the extent strictly
required by the exigencies of the situation”. This is a clear reference to the principle of proportionality.
The degree of interference and the scope of the measure (in terms both of territory and of duration)
must be commensurate with what is actually necessary to combat an emergency that threatens the
life of the nation. In addition to this requirement, the measures taken are not allowed to be
“inconsistent with [the State’s] other obligations under international law and [must] not involve
discrimination solely on the ground of race, colour, sex, language, religion or social origin”.
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In Article 4(2) of the ICCPR cross-reference is made to a number of inalienable
rights, i.e. rights which cannot be derogated from. They are:
• the right to life (Article 6);
• the prohibition of torture (Article 7);
• the prohibition of slavery and servitude (Article 8);
• the prohibition of detention for debt (Article 11);
• the prohibition of retroactivity of criminal law (Article 15);
• the right to recognition as a person before the law (Article 16);
• the right to freedom of thought, conscience and religion (Article 18)

None of these rights can be suspended or abrogated under a state of emergency.
Each right exists for all persons in all circumstances. A State cannot, therefore, use the
imposition of a state of emergency as an excuse for failing to protect and uphold each
of these “inalienable rights”.

Article 4(3) of the ICCPR stipulates that any State Party “shall immediately inform other States
Parties, through the intermediary of the Secretary-General of the United Nations, of the provisions
from which it has derogated and the reasons by which it was actuated”, i.e. provide prompt

notification of the State of emergency.
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With regard to detention during states of emergency, the following humanitarian principles are of

importance and observation of them is recommended:

Article 3 common to the four Geneva Conventions of 1949:

• humane and non-discriminatory treatment of persons in detention;

• prohibition of violence to live and person, murder of all kinds mutilation, cruel treatment and

torture;

• outrages upon personal dignity, in particular humiliating and degrading treatment;

• the passing of sentences and the carrying out of executions without previous judgment

pronounced by a regularly constituted court affording all the judicial guarantees which are

recognized as indispensable by civilized peoples.
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Table 2 on Status of Ratification or Signature by Nigeria of International and Regional Treaties on
Human Rights: as of June, 2020. Prepared by Prof. M. T. Ladan, Faculty of Law, ABU, Zaria
S/No. TITLE OF  INSTRUMENT DATE

1. UN Convention on the Elimination of All Forms of Discrimination Against Women (CEDAW); Ratified 13-6-1985

2. Optional Protocol to CEDAW; Signed: - 8-9-2000
3. UN Convention on the Rights of the Child (CRC) Ratified 19-4-1991

4. Optional Protocol to the CRC on the involvement of children in armed conflict; Signed: - 8-9-2000

5. Optional Protocol to CRC on the sale of children, child prostitution and child pornography; Signed: - 8-9-2000

6. UN Convention Against Torture and other cruel, inhuman or degrading treatment or punishment (CAT); Ratified 28-6-2001

7. International Covenant on Civil and Political Rights (ICCPR); Ratified 29-7-1993

8. International Covenant on Economic, Social and Cultural Rights (ICESCR); Ratified 29-7-1993

9. International Convention on the Elimination of all forms of Racial Discrimination; Ratified 16-10-1967

10. Convention on the political rights of Women; Ratified 17-11-1980
11. Protocol relating to the status of Refugees; Ratified 2-5-1968
12. Convention relating to the status of Refugees; Ratified 23-10-1967

13. African Union Charter on the Rights and Welfare of the Child; Ratified 23-7-2001

14. African Charter on Human  and People’s Rights
Ratified 22-6-1983

Signed: - 31-8-82

15. OAU Refugee Convention;
Ratified 23-5-1986

Signed: - 10-9-69

16. Protocol to the African Charter on Human and People’s Rights Relating to the Rights of Women in Africa;
Ratified 16-12-2004

Signed: - 11-7-2003

17.
UN Convention Against Transnational Organized Crime; and the Protocol to Prevent, Suppress and Punish
Trafficking in Persons, especially women and children;

Ratified 28-6-2001

18. ECOWAS Declaration on the decade of a culture of the Rights of the child in West Africa; Signed: - 21-12-2001

19. ECOWAS Declaration on the fight against Trafficking in Persons in West Africa; Signed: - 21-12-2001

20. ECOWAS Protocol on Democracy and Good Governance;  
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21. ILO (1999) Convention on the Elimination of the Worst Forms of Child Labour; Ratified in 2001

22.
ILO Convention (No. 45) concerning the employment of women on underground work in mines
of all kinds;

Ratified as of 31-12-1998

23. ILO Equal Remuneration Convention (1951); Ratified as of 31-12-1998

24. UNESCO Convention Against Discrimination in Education (1960); Ratified as of 31-12-1998

25. Protocol to the African Charter on the Establishment of African Human Rights Court; Ratified on 20-5-2004

26. AU Protocol on the Peace and Security Council; Ratified on 23-12-2003

27. Protocol on the Pan-African Parliament; Ratified on 23-12-2003

28. Protocol on Amendments to the Constitutive Act of the African Union; X

29. Constitutive Act of the African Union; Ratified on 29-03-2001

30. Treaty Establishing the African Economic Community; Ratified on 31-12-1991

31. Cultural Charter; Ratified on 24-09-1986

32. African Convention on the Conservation of Nature (Revised);  

33. African Union Convention on Preventing and Combating Corruption; Ratified on 2-09-2006

34. 1986 OAU Convention on the Conservation of Nature; Ratified on 2-04-1974

35. Protocol to the AU Convention on the Prevention and Combating of Terrorism; X

36. AU Convention on the Prevention and Combating of Terrorism; Ratified on 28-04-2002

37. AU Convention on Mercenarism in Africa; Ratified on 14-05-1986

38. AU Treaty on Nuclear Weapon-free Zone; Ratified on 20-04-2000

39. Africa Charter on Democracy, Elections and Governance; and X

40. AU Convention for the Protection and Assistance of Internally Displaced Persons Ratified on 17-04-2012
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5.WHAT ARE THE CORE GUIDING PRINCIPLES IN ISOs.

There are four core guiding principles in ISOs namely:-

i. Legality:- is about operating in accordance with the rule of law/due process of law/ procedure laid down by law (
national or international law)

• Legal mandate clearly authorising the deployment of any force and specifying tasks to be carried out and in the
actual conduct of any operation by the military, security or police force.

• Legal restraints and legal protection.

• Legal implications and consequences for non- observance/violations/breaches of applicable rules and standards :-
individual/ command/ State responsibility; and liability regime and penal consequences under both national and
international laws.

ii. Humanity:- The principle of humanity forbids the infliction of all suffering, injury or destruction not necessary for
achieving the legitimate purpose of a conflict.

• Those fundamental principles of humanity are rooted in both IHL and human rights law.

iii. Proportionality as regards the use of force.(see ECOWAS Supplementary Act on the Code of Conduct etc 2011,
Article 10).

iv. Necessity:- permits that degree and kind of force required to achieve the legitimate purpose of a conflict.(see
Article  9 of the 2011 ECOWAS Supplementary Act on  Code of Conduct.).
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6. INTERNAL SECURITY OPERATIONS MUST BE BASED ON THE RULE OF LAW AND
HUMAN RIGHTS PROTECTION:- APPLICABLE LEGAL STANDARDS

Internal  Security operations must be based on the Rule of Law and Protection of Human Rights of all

First, because observance of the standards below enhances the legitimacy and credibility of the
operations and may likely move the combat forces away from possible prosecution for crimes against
humanity, war crimes, genocide and other breaches of domestic and international law.

Second, because for every successful internal security operations, two things are indispensable:-

• the cooperation of the CIVLIAN POPULATION (or the communities for cross- border operations ) who
are, and remain "the centre of gravity" because they are the primary targets of protection against
violence and in need of humanitarian assistance as victims of conflict. They can also provide useful
information to security forces if their trust are won.( see on the primary purpose of government
Section 14(2)(b) of the Nigerian Constitution).

• the level of coordination between the security and law enforcement agencies is critical to avoid
unnecessary duplication of efforts, wastages and unhealthy rivalry in the conduct of operations.
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s/n APPLICABLE LEGAL/ HUMAN RIGHTS STANDARDS

1. ISO

∙ The Nigeria State operate a multi-track Security system for effective

combat of internal Security threats and repel external aggression.

∙ Section 14(2)(b) constitution-primary purpose of government;

Section 1(1) Constitution on supremacy and binding effect on all

authorities and persons in Nigeria.

∙ Section 217(2)(c) Constitution for armed forces suppressing

insurrection and acting in aid of civil authorities to restore order

when called upon to do so by the president subject to the conditions

to be prescribed by an Act of NASS. Section 11(1)same constitution,

empowers NASS to make laws for public safety and security.

∙ Section 218 Constitution, powers of the President as C-i-C to

determine the operational use of the Armed Forces and may

delegate such powers to any member of the AFN.

∙ Same as above in section 8(1) "operational use of the armed forces"

is defined to include "for the purpose of maintaining and securing

public safety and public order".
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s/n APPLICABLE LEGAL/ HUMAN RIGHTS STANDARDS

1. ISO

∙ Section 305 constitution-empowers the President to proclaim a state of

emergency when there is a clear and present danger of or an actual

breakdown of public order and public safety in the federation or any part

thereof such that extra-ordinary measures are required to restore peace and

security or to avert such danger or any other public danger which clearly

constitutes a threat to the existence of the federation.

∙ Section 4 of the Police Act- general duties of the  police to maintain law and

order, protect lives and property and enforce all laws and regulations with

which they are directly charged.

∙ Section 25, Police Regulations establishes a Police Mobile Force as a striking

force during internal security situations.

∙ Complementing the functions of the Armed Forces and the Police Force in the

effective conduct of National Security, the ff 3 national security agencies were

established by Section 1 of the NSA Act:- Defence intelligence Agency(DIA),

National  Intelligence Agency(NIA) and the State Security Services( now DSS),

to discharge  general duties under section 2 :- DIA for military nature crime

prevention and detection affecting the national security; NIA for general

maintenance of national security outside Nigeria; and SSS/DSS for the

prevention and detection of crime within Nigeria against the internal security

of Nigeria.
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s/n APPLICABLE LEGAL/ HUMAN RIGHTS STANDARDS

1.

ISO

• Further complementing the efforts of other security agencies is the Nigeria Security and Civil Defence

Corps(NSCDC) established by the 2007 NSCDC Act as an internal security paramilitary outfit

empowered to have an armed squad and promote grassroots security and nation-building.

∙ The expected symbolic internal agency relationship among the security agencies(the military, law

enforcement and intelligence) has been implied in the composition of the National Security Council

under section 25 of the 3rd schedule of the constitution:- the President and his Vice, Ministers of

internal defence and foreign affairs, Chief of Defence Staff, National Security Adviser and the IGP etc;

and empowered by section 26, same schedule to advise the President on matters relating to public

security etc.

∙ Additional domestic legislations applicable in ISOs are:- The Terrorism (Prevention and Prohibition)

Act, No.15 of 2022, retained in section 2 consolidated provisions of sections 2(2) and 19(f) and (g) of

the TPA (Amendment),2013. The Terrorism Prevention Act, 2011 as amended in 2013 wherein acts

of terrorism and a terrorist are defined as well as liability and sanctioning regimes clearly provided

(sections 2(2), 19(f) and (g) ) of the TP(Amendment) Act, 2013.

∙ Further, insurgency is a crime against public order because it is a pattern of internal disturbances

and tensions that poses serious problems of public safety and public order for the relevant

authorities, which can eventually lead to situations that threaten the life of a nation and tempt the

government in power to declare a state of emergency in any part of the country. Hence insurgents

could possibly be prosecuted for the offence of " Treasonable felony" as defined by sections 41 of

the Criminal Code and 412 of the Penal code(Northern Region) Federal Provisions Act.
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s/n APPLICABLE LEGAL/ HUMAN RIGHTS STANDARDS

1.

ISO

∙ Insurgency becomes a crime of Terrorism under the 2022 TPA that repealed the Act of 2011

as amended in 2013 when insurgents use arbitrary violence or threats of force deliberately

aimed at causing fear, harm or kill by attacking defenceless civilians and their property or

under mining peace and security by disrupting the social, economic and political life of a

nation or any part thereof.

∙ Insurgents could also be possibly prosecuted for the crime of Genocide and Crimes Against

Humanity as defined by Article 6 and 7 of the Rome Statute of the ICC, legally binding on

Nigeria, having ratified it on 27th September 2011.

∙ In all the above situations, insurgency constitutes a violation of both constitutionally

guaranteed human rights to life, dignity, liberty, assembly, association and religion etc

(section 33-43 and 45-46 constitution); and under international  human rights law

(particularly the international covenant on civil and political Rights(ICCRR) and the African

Charter on Human and people's Rights (ACHPR) ).

∙ Furthermore, applicable Human Rights Law Standards in ISO are :-

i. Respect and protection of the rights to life , liberty and security of all persons, expression,

religion, assembly;

ii. the prohibition of torture and inhuman treatment for persons deprived of their liberty;

iii. the prohibition of arbitrary arrest or detention or interference with privacy, family, home or

correspondence.
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s/n APPLICABLE LEGAL/ HUMAN RIGHTS STANDARDS

1. ISO

∙ Also principles of the IHL with particular relevance for law

enforcement in time of internal disturbances and tensions are the

following:-

i. The principle of necessity and proportionality as regards the use of

force;

ii. The prohibition of attacks on persons not taking part in act of

violence;

iii. The prohibition of hostage-taking , pillage, collective punishments,

and acts of terrorism;

iv. Respect for the right to humane treatment for persons deprived of

their liberty;

v. Special measures to protect children, and to safeguard them from

being recruited into armed groups or from taking part in violent acts;

vi. the requirement that the wounded and sick must be searched for

and be given care and attention;

vii. the requirement that medical and  religious personnel must be

protected, and assisted in the performance of their duties.
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CONCLUSION
It is evident from the above analysis that the role of a judge remains unchanged in terrorist

criminal proceedings: - during investigations, detention of suspects, post-trial detention, protection

of witnesses or victims and in disclosure process. In all these situations, the Judge, as the guardian

of the Rule of Law and protector of fundamental rights of all parties, must be able to strike the

necessary balance between the safeguard of individual rights and public interest and security.

If terrorism must be regarded as creating a special situation justifying temporary and specific

measures which limit certain rights because of the exceptional danger it poses, these measures

must be determined by law, be necessary and proportionate to the aims of a democratic society

and be subject to scrutiny and control with regard to their legitimacy by those judges that are

competent, independent and impartial in the dispensation of Justice.
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First, we must resist the temptation to unleash terror on human rights in the name of fighting
terrorism. In Resolution 60/288, the United Nations General Assembly identifies the “conditions
conductive to the spread of terrorism” to include “prolonged unresolved conflicts, dehumanization
of victims of terrorism in all its forms and manifestations, lack of the rule of law and violations of
human rights, ethnic, national and religious discrimination, political exclusion, socio-economic
marginalization and lack of good governance” but emphasizes that “none of these conditions can
excuse or justify acts of terrorism.” Accordingly, the Assembly resolves to “consistently,
unequivocally and strongly condemn terrorism in all its forms and manifestations, committed by
whoever, wherever and for whatever purpose”.

However, the Assembly reaffirms that “effective counter-terrorism measures and the
protection of human rights are not conflicting goals, but complementary and mutually reinforcing”;
in consequence of which “States must ensure that any measures taken to combat terrorism comply
with their obligations under international law, in particular human rights law, refugee law and
international humanitarian law” and “make every effort to develop and maintain an effective and
rule of law-based national criminal justice system… with due respect for human rights.” As the
Israeli Supreme Court rightly points out:
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“This is the destiny of a democracy—she does not see all means as acceptable, and the ways of her

enemies are not always open before her. A democracy must sometimes fight with one arm tied

behind her back. Even so, a democracy has the upper hand. The rule of law and individual liberties

constitutes an important aspect of her security stance. At the end of the day, they strengthen her

spirit and this strength allows her to overcome her difficulties.

Finally, an effective counter-insurgency strategy requires coordinated and sustained legislative,

administrative and judicial approaches that address the socio-economic and political factors

encouraging the recruitment of youth by terrorist groups, financing of terrorism; proliferation and

demand for Small Arms and Light Weapons (SALW) and concurrently tackle the outlet through

which illicit arms are proliferated
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THANK YOU
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